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How iIs healthcare

impacted?

51.9 million
individual
records

2022 Healthcare
Statistics

Source: Healthcare Data Breach Statistics, HIPAA Journal, Feb. 2023
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Cybersecurity for Network Capable Medical
Devices

Biomed Imaging

» Patient Monitors » CT Scanner

>V Pumps » MR

» Laboratory » Fluoro (Cath Lab and ED)
» Ventilators » Ultrasound

» Anesthesia Machines »C-Arms

» Defibrillators » Mammography

» Cath Lab Physiological Monitoring » Etc.

»EEG/EMG

» Etc.
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How Ransomware Works

e Wana DecryptOr 2.0

Payment will be raised on
152017 15:58:08

Time Left

Your files will be lost on
5192017 155808

Time Lef

Contact Us

Ooops, your f-iles have been encrypted!

What Happened to My Computer?

Your important files are encrypted

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted Maybe you are busy looking for away to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service

Can | Recover My Files? I

Sure, We guarantes that you canrecover all your files safely and sasily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>

But if you want to decrypt all yvour files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled

Also, if you don't pay in 7 days, you won't be able to recover your files forever

We will have free events For users who are so poor that they couldn't pay in 6 months,

How Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>,
Please check the current price of Bitcoin and buy some bitcoins. For more infor mation,
click <How to buy bitcoins>.
And send the correct amount tothe address specified in this window

click <Check Payment>. Eest time to check: 9:00am - 11:00am
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Impact of Ransomware on Patient Care

Reported an Reported an
Reported longer increase in impact on
lengths of stay patient transfers or mortality rates
facility diversions
d *
Source: The Cost of a Data Breach Report 2022, IBM, Jul. 2022 50 exa

Source: The Impact of Ransomware Patient Safety and the Value of Cybersecurity Benchmarking, Ponemon Institute, Jan. 2023 HEAHIREREE



Frameworks and
Resources

A survey of 579 IT and IT security
professionals in healthcare delivery
organizations (HDOs) on "What are
the top standards, frameworks or
industry practices currently used or
plan to use as the basis for its
cybersecurity program?"

27%
HIPAA = 58

26%
EHNAC e 25

&———————§

23%
COBIT E— 237

_ 18%
HIC-SCRIM [ 0%, .,

CS — 18

179
HICP - 4050 s 17%

15%
Other I 5%

159
CMMC s 15%

13%
ISO-27000 m— 13%,

12%
NIST CSF 122 160,

11%
HITRUST 1 1%,

Our organization does not currently use any 36%
standards, frameworks or industry practices 20%
T T T T T T T

1
0% 5% 10% 15% 20% 25% 30% 35% 40%

u Currently in use = Plan to use

Source: The Impact of Ransomware Patient Safety and the Value of Cybersecurity
Benchmarking, Ponemon Institute, Jan. 2023
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Other Problems We Face?

The problem with HTM Programs Why Cybersecurity is hard

 HTM is historically underfunded and often
does not have dedicated Cyber staff

» Overwhelming number of cybersecurity
standards and recommendations
» Pressured to support more equipment and

more facilities with the same HTM staff  Visibility and availability of equipment is a

challenge
» Very tight project and inspection timelines

combined with overwhelming PM lists » More vulnerabilities than time to manage

* Thousands of manufacturers and models
that each have different cybersecurity
capabilities and standards
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Where do we start?

What are we gonna do?
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III Identify Inventory
network data elements

r

Internet Protocel Version 4 (TCP/IPvE) Properties @lﬂ

General | |

fou can get IP settings assigned automatically if your network supports

e Kn oW What |S |n yOU r this capability, Otherwise, you need to ask your network administrator
. for the appropriate IP settings.
environment

(7 Obtain an IP address automatically

* Network Capable?

(@ Use the following IP address:

- Document all network data ik Sl P
Subnet mask: 255 .295.255. 0
Default gateway: 1o, 168 . 1 . 1

Obtain DNS server address automatically

(@ Use the following DMS server addresses:

Preferred DMS server: 192 . 168 . 1 . 68

Alternate DNS server: p L | L Oy (ESREN v

[T validate settings upon exit [ Advanced... ]

[ QK ” Cancel ]
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m Identify Inventory
and Capabilities

Device Category | Manufacturer :Document [0} :Dncument Release Date
18360 Recorders, Electronic 1GE Healthcare JDOC2002784 JUN-2017

Storage, Data, Electrocardiography | : -
R ———— S —————

. Device Model | Software Revision 15oftware Release Date
1
Patlent data Storage MAC 5500 19A OA 1 9B, 9B.1, 9C, 9D 19/23/2013 (9D)
Yes, Mo Ll
N etWO rk Ca pa b| I |t| eS Refer to Section 2.3.2 of this standard for the proper interpretation of information requested in this form. WA or =
=eo hlole
. MALWARE DETECTION/PROTECTION (MLDP)
PaSSWO rd p rOte Ctl O n The ability of the device to effectively prevent, detect and remove malicious software (malware).
. Does the devies support the use of anti-malware software (or other anti-malware mechanizm)? Mo _
D ata e n Cryptlo n 10-1.1 Can the user independently re-configure anti-malware settings? N/A o
10-1.2 Does notification of malware detection occur in the device user interface? N/A o
. . 10-1.3 Can only manufacturer-authorized persons repair systems when malware has been detected? N/A o
Virus/Malware protection
Can the device owner install or update anti-virus softwara? Mo
Can the device owner/operator (technically/physically) update virus definiions on manufacturer-installed anti-virus Mo o
software?
NODE AUTHENTICATION (NAUT)
The ability of the davica to authenticate communication partnersinodes.
Does the deviee provide/support any means of node authentication that assures both the sender and the recipient of Mo

data are known to each other and are authorized to receive transferred information?
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2 Prioritization of Devices and Risks

Life Critical

Devices
Network Connected

Business

Critical Devices
Network Connected

Regulatory Data
(ePHI) Devices

Network Connected

Normal Criticality
Devices

Risk of potential patient harm, injury
or death

A security compromise presents risk of
serious injury to patient or staff/

A security compromise presents risk
of serious disruption to patient care
operations such as diversion or
cancellation of critical care.

Risk of potential patient harm or
severe injury, but no risk of patient
death

A security compromise presents
serious regulatory risk such as
HIPAA, PCI or SOX.

Risk of potential patient harm, but no
risk of severe injury or death

No risk of potential patient harm, server
injury or death

Any equipment for which compromise
does not present risk to safety,
operational or regulatory requirements.
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2 Prioritization of Devices and Risks

$ BD Products Solutions Knowledge Center Support About BD Careers [ UnitedStates v & Login @

Sco pe ¢ Interpeak [Pnet standalone TCP/IP networking stack
o CVE-2016-20009 - A DNS client stack-based buffer overflow in ipdnsc_decode_name()
affects the [Pnet standalone TCP/IP networking stack.
‘ o Vendor assessed CVSS: 9.8 Critical CV55:3.1/AV:N/AC:L/PR:N/UTL:N/S:U/C:H/T:H/A:H

¢ BD Products that Utilize Interpeak IPnet Standalone TCP/IP Networking Stack
¢ The product list below identifies existing BD products that utilize Interpeak IPnet standalone

TCP/IP networking stack. The list may be updated as more products are identified. Please
check back periodically for updates and security patch notifications.

‘ « BD Alaris™ PC Unit (BD Alaris PCU)

¢ BD FocalPoint™ Slide Profiler APPS Workstation (instrument only) (BD FocalPoint)
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23 cvedetails.com

% Ingenium @ H-ISAC Alerts () ICS-Advisories Citi \/ CyberVista [ Benefits =~ ODP Business Solut...

CVSS scores for CVE-2016-20009

] u n u
Prioritization
Base Base Exploitability Impact
Score Severity CVSS Vector Score Score Source

Es

of Devices and
I 75 HIGH AVNJAC:L/AUN/CP/I:P/AP 10.0 6.4 nvd@nist.gov
|
RISks m CRITICAL  CVSS:3.1/AV:N/AC:L/PRIN/UEN/S:U/CH/H/AH | 3.9 5.9 nvd@nist.gov

itories
es
Lo e CWE ids for CVE-2016-20009
urface CWE-787 Cut-of-bounds Write
wWwWwW Cved eta"s Com brint The product writes data past the end, or before the beginning, of the intended buffer.
Products Assigned by: nvd@nist.gov (Primary)

hinerabilities

References for CVE-2016-20009

https:/fcert-portal.siemens.com/productcert/pdf/ssa-553445.pdi &

Modules Third Party Advisory
ions
nitions https://blog.exodusintel.com/2016/08/08/vxworks-execute-my-packets/ %

VxWorks: Execute My Packets - Exodus Intelligence
Exploit;Third Party Advisory

Products affected by CVE-2016-20009

Windriver » Vxworks Versions from including (>=) 6.5 and up to, including, (<=) 7.0
cpe:2.3:omwindriver:vxworks: ¥ ¥+ % # = % Matching versions

Siemens » Sgt-100 Firmware
cpe:2.3:0:siemens:sgt-100_firmware:*:* = ** * ** Matching versions
When used together with: Siemens » Sgt-100 » Version: N/A

Siemens » Sgt-200 Firmware
cpe:2.3:0:siemens:sat-200_firmware:*:*:* * . * %+ Matching versions
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Prioritization of Devices and Risks

Common Vulnerability Exploit Prediction
Scoring System Scoring System
CVSS v3.0 Ratings EPSS v2 Probabilities

60100 75 100%
08 s0.70%

4.0-6.9 20-49%

0.1-3.9 0.1-19%
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Operating System Patching

OS Patching Windows devices
- What devices can have patches auto update?
« What devices can have patches pushed remotely?

CYBER SECURITY PRODUCT UPGRADES (CSUP)

Can relevant OS5 and device security patches be appled to the device as they become available? Yes

5-1.1 Can secunty patches or other software be installed remotely? Yes

Device Operating System (OS Wingows 7' Professional 32 or 64 bit
= /7
Can the OS be automatically patched? No

er or via vendor channels

**Norte thar systems thart do not support automated paiching via the VHA M S~Cwddie Ser
impose a significantly higher risk to the VA neftwork.

If patching is not antomated. what is the patching process and/or
linI:ita t‘iUIl-q"’ P B P Please see GeneXpert Security Guidelines
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3 | Prioritization of Devices for Patching

A security compromise presents risk of

» Does your existing contract include
Life Critical serious injury to patient or staff/

patching?
Devices
Network Connected

A security compromise presents risk
of serious disruption to patient care
operations such as diversion or

» Can patching be added to time and
material devices a vendor maintains?

Business cancellation of critical care.
Critical Devices
« Can patching be added to in house PM’s? . comeete P .
y compromise presents

serious regulatory risk such as
HIPAA, PCI or SOX.

Regulatory Data
(ePHI) Devices

Network Connected

Any equipment for which compromise
does not present risk to safety,

R operational or regulatory requirements.
Normal Criticality

Devices
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Summary

1

Identify and Inventory
Capabilities

Document network
data

Explore cyber
capabilities

2

Prioritization of
Devices and Risks

Balance Business
Criticality with Patient
Risks

Understand how to
read and prioritize
vulnerabilities

3

Operating System
Patching

Automate patching when
safe and able

Optimize patching efforts
with clear guidance

Include patching in
existing services
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Sodexo HTM Cybersecurity Overview

Operationalize Your Cybersecurity Program with an HTM Expert

Cybersecurity is a growing and costly risk for healthcare facilities, one that directly impacts hospitals
and patient care. Choosing a flexible HTM cybersecurity program based on a deep understanding
of your organizational goals prioritizes integrations, data collection and vulnerability management.

o

Device patch
management
and hardening

2

Collection of over 22
critical data elements

Eﬁq
58

Robust risk assessment
based on 25 model
specific risk factors

NI @

Vulnerability scanning
and assessment
based on real-world
exploitation

1,100+ MDS2 data
sheets, and growing

55 points of
alignment with the
NIST Cybersecurity

KPIls and scheduled
reporting

>

Partnership with multiple
healthcare cybersecurity
industry leaders
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Questions?

Ryan Gonzalez
Director, HTM Cybersecurity
Sodexo Healthcare

ryan.gonzalez@sodexo.com
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mailto:ryan.gonzalez@sodexo.com

Please scan QR code
to submit a survey
for this session.

Thank You!
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