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Agenda



Introduction



We’ve been 
around



Practical ways to facilitate inter-departmental 
communication & support within the facility 

BIOMEDs IT Folks



Commands that are useful for troubleshooting



Clinical Networking



How to bring up a command prompt window

Note: Opening a command prompt in a Central Station 
may be more difficult as vendors such as Philips and 

others usually lock out the normal functions or greatly 
restrict the use of the Start menu. You may need to go 

into the configuration or service area to find the 
command prompt. If you need assistance call the 

vendors Helpdesk.



PING

ipaddress ipaddress
hostname

PING google.com PING 192.168.2.10 PING -t 172.31.3.32



PING(Continued)

PING -t example

PING example of good and bad replies



DNS and using NSLOOKUP

yahoo.com

http://yahoo.com


Using NSLOOKUP to find an IP or verify that the DNS 
entry is correct

onlinecomputertips.com

onlinecomputertips.com

This command can be helpful to determine that the 
hostname and IP are correct for your central or server

http://onlinecomputertips.com
http://onlinecomputertips.com


Different ways of displaying the Subnet mask
• 192.168.3.2/255.255.255.0 – shows  Subnet as 4 bytes
• 192.168.3.2/24 – shorthand that shows 24 bits are set to 

1 and the remaining 8 are set to 0 (max =32)
• 192.168.3.2/11111111.11111111.11111111.00000000 –

shows each of the 32 bits of a subnet in binary form
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Subnets

No, not this kind of sub net



VLANs



Using IPConfig

• Ipconfig (internet protocol configuration is an application that when executed from a 
command prompt displays the current TCP/IP network values- It also refreshes DHCP 
and DNS settings

• Ipconfig/all-also shows the Host name of your device, among other things
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Configure a network card (NIC) for DHCP

• DHCP – Dynamic Host Configuration Protocol
• Computers must have an address before they can 

communicate on a network with other hosts. 
• Hospital supplied networks have assigned DHCP 

servers 
• Vendor networks may use hospital DHCP servers 

or use their own DHCP server
• DHCP addressing prevents duplicate IP addresses 

which can cause connectivity issues
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Make sure that the data switch setting and PC are at the same speed and duplex. If a Cisco 
switch is set to AUTO and the PC is set to 100Mb/Full duplex then the actual speed will be 
100/Half duplex (Half duplex is like a walkie-talkie whereas Full duplex is like a phone). If not 
set correctly this can cause errors and slow the communications down greatly. May be 
indicated as waveform gaps on a central station or the system seems very slow to respond.

Why is duplex important?

Full Duplex



Nurses Central station Networking
Yesterday vs Today



SolarWinds network example
Left side is mostly 100Mb network 

(indicated by Blue lines)
Right side is all Gigabit network 

(indicated by Pink lines) for newer 
devices

For legacy systems 
Left Side is sufficient

But today we 
need faster networks to handle the 

increased data traversing the network



Biomed                            I.T. 
Let’s work together to reduce those long sleepless nights and unexpected weekend 

problems. Work with a contact in IT to help isolate problems and improve uptime. While 
there are systems on isolated vendor networks there are others that are integrated into 

the hospital infrastructure. Close cooperation will be needed.



Summary



Learn more about Networking

https://www.comptia.org/certifications/network

https://www.itpro.tv/courses/comptia/comptia-network-n10008/

https://www.comptia.org/certifications/network
https://www.itpro.tv/courses/comptia/comptia-network-n10008/


Thank You for 
attending.  
Questions?

jim@PioBio.com

bruce@PioBio.com

mailto:jim@PioBio.com
mailto:bruce@PioBio.com
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